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=y OWASP Juice Shop is probably the most modern and
X e ~_ sophisticated insecure web application! 1t can be used

in security trainings, awareness demos, CTFs and as a
= VI m\\\\ guinea pig for security tools! Juice Shop encompasses
Rl vulnerabilities from the entire OWASP Top Ten along
with many other security flaws found in real-world

applications!
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Customer Testimenials
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The most trustworthy The best juice shop on Actually the most bug-free

online shop out there. | the whole internet! vulnerable application in
existence!

@ http://owasp-juice.shop w @owasp_juiceshop
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m "H The Node package juice-shop-ctf-cli helps you to prepare Capture
the Flag events with the OWASP Juice Shop challenges for
different popular CTF frameworks. This interactive utility allows
you to populate a CTF game server in a matter of minutes.

http://ctf.owasp-juice.shop
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Main selling peints
FREE

http://ebook!
owasp-juice.shop
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Free and Open source: Licensed under the MIT license with [ Re-branding: Fully customizable in business
no hidden costs or caveats context and look & feel to your own

Easy-to-install: Choose between node.js, Docker and corporate o cUstamer requirements
Vagrant to run on Windows/Mac/Linux [ CTF-support: Challenge notifications optionally

Self-contained: Additional dependencies are pre-packaged Eomtai:‘ f"flla_%ft’de fo; ty ourown
or will be resolved and downloaded automatically SRS RSO

Self-healing: The simple SQLite and MarsDB databases are
wiped and repopulated from scratch on every server startup

Gamification: The application notifies you on solved
challenges and keeps track of successfully exploited
vulnerabilities on a Score Board
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Juice Shop Success Pyramid™

Some amazing facts & stats about the project

contributors

openssf best practices m

AN test coverage - AN maintainability .

GitHub %* 8.2k downloads 205k

docker pulls 79M  sourceforge downloads 48k



Official juice-shop GitHub Org

All repos belonging to the project in one place at
https://github.com/juice-shop

OWASP Juice Shop

AR 105 follo & https//owasp-juiceshop W @owasp_juiceshop ] github.com@owasp-juice.shop
() Overview [ Repositories 12 [ Projects @ Packages Ax Teams 1 A People 4 3 Settings

README .md

Discussions

Set up discussions to engage with your

community!

Turn on dis

People

OWASP Juice Shop is probably the most modern and sophisticated insecure web application! It can be used in security trainings, @ @ 2 ‘
awareness demos, CTFs and as a guinea pig for security tools! Juice Shop encompasses vulnerabilities from the entire OWASP Top Ten | 4

along with many other security flaws found in real-world applications!

openssf best practices ffe[sllBl Contributor Covenant [v2.| Follow @ Follow rlowasp_juiceshop 275

Invite someone

OWASP Juice Shop and any contributions are Copyright © by Bjoern Kimminich & the OWASP Juice Shop contributors 2014-2023.
Top languages



https://github.com/juice-shop
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Coding Challenges

Find code flaw and select appropriate fix for several challenges

Coding Challenge: DOM XSS Coding Challenge: DOM XSS

Find It Find It Fix It

X Close Submit -

TG (e T Ol O USel OV DCTTONTIG CToes one reanuee
CSRF Broken Access Control unsolved
*** Forgery from another origin. “
Confidential Document * Access a confidential document. Sensitive Data Exposure Good for Demos 3 solved <>
Perform a DOM XSS attack with <iframe Good for Demos
DOM XSS * - ; N XSS Msoved @
src="javascript:alert( xss™)">. Tutorial

Database Schema ) & & Exfiltrate the entire DB schema definition via SQL Injection. Injection Iuﬁohed




Cheat Detection

Solved challenges are rated based on cheating probability

e o P 0§ = = O 2 0 AL 0= U 3 6 = 3 1= T oot

info: 'Find It" phase of coding challenge 1 ] 1] ;2 (Score Board)

info: 'Fix It' phase of coding challenge 1 ] 1] ;2 (Score Board)

info: Sclved "Find It" phase of coding challenge log: I 1] i (Login Admin)

info: Accuracy for "Find It" phase of coding ehallenge log: M 1] jes 0.5

info: Cheat score for "Find it™ phase of log: I 1] i solved in lmin {expected ~2min): 0.35365

info: Solwved "Fix It" phase of coding challenge 1o4g: M 1L je (Login Admin)

info: Accuracy for "Fix It' phase of coding challenge log: i 1] jer 1

info: Cheat score for "Fix it™ phase of log: 1L je solved in lmin (expected ~2min): 0.535975

info: Solved 3—star logindir 1] 2 (Login Jlm?

info: Cheat score for tutorial logindis 1: 12 solved in lmin (expected ~3min) with hints allowed: (0.526lEG6EGEEEEEEET
info: Sclved "Find It" phase of coding challenge log: i 1] 2 (Login Jim)

info: Accuracy for "Find It" phase of coding ehallenge logindin 1. jes 0.045454545454545456

info: Cheat score for "Find it™ phase of log: I 1] 2 solved in lmin (expected ~2min): 0.6843083333333334
info: Solwved "Fix It" phase of coding challenge 1log: i 1] j2 (Login Jim)

info: Accuracy for "Fix It' phase of coding ehallenge logindin 1] jer 0.1

info: Cheat score for "Fix it™ phase of log: il 1] j2 aolved in Omin (expected ~2min): 0.34387459999559999




Support Chatbot

Blends NLP, Al and ML into a delicious Turing-Test- ¢

Support Chat

I'm sorry | didn't get your name. What shall | call you?

(@

Localhorst .

Nice to meet you Localhorst, I'm Juicy

Sl

How much is Orange Juice? .

Orange Juice (1000ml) costs 2 99z

(@

What are deluxe benefils? .
=  Deluxe members get free fast shipping, special discounts on many
~ products and can enjoy unlimited purchase quantities even on our rarer
- products!

[hsc me anything




Local Backup

Save and later restore your hacking progress as well as language,
Score Board filters, banner dismissal to a JSON file

"version": 1,
Save challenge progress and application setfings to file- "scoreBoard": {
"displayedDifficulties": [ 1, 2 ],
"displayedChallengeCategories": |
navailable "Broken Access Control",
LLL Iil {;) "Broken Anti Automation"
]
¥ ¥
"banners": {
"welcomeBannerStatus": "dismiss'",
"cookieConsentStatus": "dismiss"
I
"language": "de DE",

"continueCode": "rzJad4Xpa...57LBN7Xv70o"



?> 5 Confetti cannon 3: 7»

Whenever a challenge is solved, a confetti cannon fires

b

Reset Jim's Password
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Official Tutorials

Presentations, snippets and step-by-step guides for advanced topics

e Customization - Build a theme in 18 easy steps
e |ntegration - Siphon juicy data in 5 different ways


https://github.com/juice-shop/juice-shop-tutorials/blob/master/customization
https://github.com/juice-shop/juice-shop-tutorials/blob/master/integration

Solution Webhook

Sends a payload to a specified URL whenever a challenge is solved

"solution": {
"challenge": "localXssChallenge",
"cheatScore": O,
"totalCheatScore": 0.15,
"issuedOn": "2020-12-15T18:24:33.0272"

by
"ctfFlag": "b0d70dce...b85fac6785dba2349p",

"issuer": {
"hostName": "fv-azll6-673",
"os": "Linux (5.4.0-1031-azure)",
"appName": "OWASP Juice Shop",
"config": "default",

"version": "12.3.0-SNAPSHOT"



Deep links from OpenCRE

OpenCRE v2 will show direct links to Juice Shop hacking challenges
as Tool : OWASP Juice Shop training resources

Topictext ~ Q, Search

I Open CRE

Results matching : xxe

Matching CREs Matching sources

CRE : 764-507 : Restrict XML parsing (against XXE) Standard : ASVS : Verify that the application correctly restricts XML parsers to only use
the most restrictive configuration possible and to ensure that unsafe features such as
resolving external entities are disabled to prevent XML eXternal Entity (XXE) attacks. :
V5.5.2

¥ Tool : OWASP Juice Shop : xxeFileDisclosureChallenge : XXE Data Access
Reference: htty

Tool : OWASP Juice Shop : xxeFileDisclosureChallenge : XXE Data Access is the same as
sources:

Tool : OWASP Juice Shop : xxeDosChallenge : XXE DoS



MultiJuicer Platform

3rd party multi-user platform now comes with internal
Score Board for team events and CTFs

T2
«vgl X

?(FM ultiJuicer ScoreBoard

A fOur-pOlnt-ZerO og Out leset Passcode

NAME SCORE

50 point:

@ 1337-hacker points

Team Created 4 solved challenges

To make sure not just anyone can join your team, we created a shared passcode 40 points
for your team. If your teammates want to access the same instance they are

required to enter the passcode first. You can copy the passcode from the

localhorst
3 solved challenges

display below.

0 points

Passcode alpha
elel-l-B-0:-1:-1- 0 solved challenges
0 points
0 solved challenges
# Juice Shop Instance Ready 0 points
0 solved challenges

Start Hacking

0 points
gamma
0 solved cha

# Change Language



https://github.com/iteratec/multi-juicer
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ScoreBoard

g lomedines o on
2 our-pomt-zero feset Pesscod

NAME SCORE

50 points
1337-hacker
4 solved challenges

Team Created

To make sure not just anyone can join yo r \eam we created a shared passcode 40 points
for your team. s the

requir red to enter the passcode first. Yo can copy the passcode from the
display below.

localhorst
3 solved challenges

0 points
alpha P

0 solved challenges

0 points
beta P

0 solved challenges

0 points
delta
0 solved challenges

0 points
gamma

0 solved challenges

nnnnnnnnnnnnnn



https://github.com/juice-shop/multi-juicer




Project Roadmap

Move Pwning OWASP Juice Shop eBook away from legacy gitbook (GSoC 2023 Project w/ Parth Nanda)

Add Web3 specific hacking and coding challenges (GSoC 2023 Project w/ Rishabh Keshan)

Rennovate the Score Board for best possible user experience (Ongoing re-design contract)

Enhance precision of cheat detection with new data sources and algorithms

Bring overall test coverage back over 90%+

Sell NFT collection = Bi@ $UCE$$


https://pwning.owasp-juice.shop/
https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#companion-guide-tech-stack
https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#add-web3-specific-hacking-and-coding-challenges
https://www.upwork.com/jobs/~014fee3d74203971ff
https://codeclimate.com/github/juice-shop/juice-shop
https://opensea.io/collection/juice-shop

Official NFT collection

You thought we were joking, weren't you?

e § * ' & f i
B P Juice Shop B P Juice Shop

Juicy Bot £ Juicy Chat Bot

BUY THIS ITEM > BUY THIS ITEM >

o P8 Juice Shop e I Juice shop

Juicy Evil Wasp Prev. 4 0.0266 . ' Masked Juicy Bot

BUY THIS ITEM > BUY THIS ITEM >



https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091511341588414514
http://opensea.io/assets/juice-shop
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091511341588414514
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091514640123297842
http://opensea.io/assets/juice-shop
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091514640123297842
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091515739634925593
http://opensea.io/assets/juice-shop
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091515739634925593
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091515739634925593
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091512441100042265
http://opensea.io/assets/juice-shop
https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091512441100042265

Score Board Ul/UX re-design

Contracted designer working in close feedback loop w/ Core Team

= @ OWASP Juice Shop

70%
ScoreBoard

70%
ScoreBoard

Q, Search anything

\
[ All /\ Broken Access Control

Broken Anti Automation

- DIFFICULTY | All

Broken Authentication

Q @ Account @ EN

20/0s X

6/13 5/14 2/9
Problems Solved * * *
5/13 /13 10/13

v STATUS = Solved ~ TAGS Good For Demo v

Perform a persisted XSS attack with

Perform a persisted XSS attack with <ifram

vascript:aler > without

¥ Cryptographic Issues Improper Input Validation Injection
Insecure Deserialization Miscellaneous Security Misconfiguration Security through Obscurity Sensitive Data Exposure Unvalidated Redirects
Vulnerable Components XSS XXE
PES CRYPTOGRAPHIC ISSUES XSS
® Bjoern’s Favourite Pet [ X ] ® Bjoern's Favourite Pet ®® ® Bjoern's Favourite Pet

Perform a persisted XSS attack with <iframe src

a script:alert( xss')"> without

using the frontend application at all using the frontend application at all. (This challenge is not availz using the frontend application at all. (This challenge is not available on Heroku!)
Good for Demo  Tutorial L & & d forDemo  Tutorial % k% yrDemo  Tutorial % %

XSS XSS XSS

® Bjoern's Favourite Pet . . ® Bjoern's Favourite Pet . . @ Bjoern's Favourite Pet

Perform a persisted XSS attack with <iframe ript:alert(” )"> without Perform a persisted XSS attack with <iframe src="| ) i Perform a persisted XSS attack with <iframe src="] u

the frontend application at all. (Thi not available on Heroku!) using the frontend application at all. (This challen using the frontend application at all. (This challenge is not available on Heroku!)

Good for Demo  Tutorial %* % K K Good for Demo  Tutorial %* Kk Good for Demo

Tutorial

* Kk ok




A Thank you for your unwavering interest in the project!

Copyright (c) 2023 Bjorn Kimminich

Licensed under the MIT license.
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