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Juice Shop Success Pyramid™Juice Shop Success Pyramid™
Some amazing facts & stats about the project

contributorscontributors 9595

owaspowasp flagship projectflagship project

code stylecode style standardstandard openssf best practicesopenssf best practices goldgold

GitHub ★GitHub ★ 8.2k8.2k downloadsdownloads 205k205k docker pullsdocker pulls 79M79M sourceforge downloadssourceforge downloads 48k48k



Official Official juice-shopjuice-shop GitHub Org GitHub Org
All repos belonging to the project in one place at

https://github.com/juice-shop

https://github.com/juice-shop


🆕 Features🆕 Features
from 2020-2023from 2020-2023



Coding ChallengesCoding Challenges
Find code flaw and select appropriate fix for several challenges



Cheat DetectionCheat Detection
Solved challenges are rated based on cheating probability



Support ChatbotSupport Chatbot
Blends NLP, AI and ML into a delicious Turing-Test-🍹



Local BackupLocal Backup
Save and later restore your hacking progress as well as language,

Score Board filters, banner dismissal to a JSON file

{
  "version": 1,
  "scoreBoard": {

"displayedDifficulties": [ 1, 2 ],
"displayedChallengeCategories": [
  "Broken Access Control",
  "Broken Anti Automation"
]

  },
  "banners": {

"welcomeBannerStatus": "dismiss",
"cookieConsentStatus": "dismiss"

  },
  "language": "de_DE",
  "continueCode": "rzJa4Xpa...57LBN7Xv7o"
}



🎊🎉Confetti cannon🎉🎊🎊🎉Confetti cannon🎉🎊
Whenever a challenge is solved, a confetti cannon fires



Official TutorialsOfficial Tutorials
Presentations, snippets and step-by-step guides for advanced topics

 - Build a theme in 18 easy steps

 - Siphon juicy data in 5 different ways

Customization

Integration

https://github.com/juice-shop/juice-shop-tutorials/blob/master/customization
https://github.com/juice-shop/juice-shop-tutorials/blob/master/integration


Solution WebhookSolution Webhook
Sends a payload to a specified URL whenever a challenge is solved

{
    "solution": {
        "challenge": "localXssChallenge",
        "cheatScore": 0,
        "totalCheatScore": 0.15,
        "issuedOn": "2020-12-15T18:24:33.027Z"
    },
    "ctfFlag": "b0d70dce...b85fac6785dba2349b",
    "issuer": {
        "hostName": "fv-az116-673",
        "os": "Linux (5.4.0-1031-azure)",
        "appName": "OWASP Juice Shop",
        "config": "default",
        "version": "12.3.0-SNAPSHOT"
    }
}



Deep links from OpenCREDeep links from OpenCRE
OpenCRE v2 will show direct links to Juice Shop hacking challenges

as Tool : OWASP Juice Shop training resources



MultiJuicer PlatformMultiJuicer Platform
multi-user platform now comes with internal

Score Board for team events and CTFs

3rd party 

https://github.com/iteratec/multi-juicer


MultiJuicer PlatformMultiJuicer Platform
 now comes with internal

Score Board for team events and CTFs

OUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORMOUR OFFICIAL MULTI USER PLATFORM

https://github.com/juice-shop/multi-juicer
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🍿 Demo🍿 Demo



Project RoadmapProject Roadmap
Move  eBook away from legacy gitbook ( )

Add Web3 specific hacking and coding challenges ( )

Rennovate the Score Board for best possible user experience ( )

Enhance precision of cheat detection with new data sources and algorithms

Bring  back over 90%+

$$₠¢U$ ₲؋฿ ⇒ 

Pwning OWASP Juice Shop GSoC 2023 Project w/ Parth Nanda

GSoC 2023 Project w/ Rishabh Keshan

Ongoing re-design contract

overall test coverage

Sell NFT collection

https://pwning.owasp-juice.shop/
https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#companion-guide-tech-stack
https://owasp.org/www-community/initiatives/gsoc/gsoc2023ideas#add-web3-specific-hacking-and-coding-challenges
https://www.upwork.com/jobs/~014fee3d74203971ff
https://codeclimate.com/github/juice-shop/juice-shop
https://opensea.io/collection/juice-shop


Official NFT collectionOfficial NFT collection
You thought we were joking, weren't you?

Juice Shop

Juicy Bot

BUY THIS ITEM ❯

Juice Shop

Juicy Chat Bot

BUY THIS ITEM ❯

Juice Shop

Juicy Evil Wasp Prev.  0.0266

BUY THIS ITEM ❯

Juice Shop

Masked Juicy Bot

BUY THIS ITEM ❯

https://opensea.io/assets/ethereum/0x495f947276749ce646f68ac8c248420045cb7b5e/69157691162327567172870131924536492302815108437750715040309091511341588414514
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Score Board UI/UX re-designScore Board UI/UX re-design
Contracted designer working in close feedback loop w/ Core Team



🙏 Thank you for your unwavering interest in the project!🙏 Thank you for your unwavering interest in the project!
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